CYBERSECURITY DOESN’ T

HAVE T0 BE SCARY:
Protecting Your wam.g Bugmgss

|
|
' s




N
rea ...



Agenda

-

[ ([ [ ([ Escape thelT h
Setting the Stage: Ward Off Cyber . . Web of Protection — cap
, : : . Survive Compliance Nightmare —
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. Scares . Organizational
Elm Street!?! Security Ghosts Security Strateqy

We will discuss why
cybersecurity matters
for organizations,
including the realities
of the situation and
some of the most
common threats.

We will walk through
example attacks and
give you the outline of
the minimum necessary
security protections
you should have in

dilbh
Compliance matters
can be overwhelming
and confusing. Here
we'll talk about some of

the common
regulations and how to

place for them.

alignyour efforts.

Here is your cheat code
for protecting your
organization. We'll talk
about defense in depth,
combining multiple
layers of security.
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Where do | start and
how do | get there?
These questions are
answered to help you
build a security culture,
balances operations
with security.
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Poll # 1

If your organization was ina horror movie, what
would be the biggest cyber villain?



What's happening on Elm Street?
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B Cyberriskisntjust an IT issue B Cybersecurity doesn't have to be intimidating
B4 Threats are growing ® Many attacks are opportunistic
@ Cybercrime is more automated & organized @ No industry is immune to the threats

@ Small - midsize organizations are prime targets




BY THE NUMBERS

Most important global business risk (Allianz) Global cost of cybercrime (CompTIA)
Small-midsize organizations experienced an Data breaches were tied to human error
attack(Verizon DBIR) (World Economic Forum)
Organizations that suffered a ransomware Cyberattacks target small organizations;
attack were small to midsize (Coveware) 14% are prepared to defend (Accenture)



THE THREAT LANDSCAPE

Phishing & social engineering Ransomware & extortion
&3 * Phishingremains a leading attack vector @] * ~ Remains one of the most prevalent threats
« Attackersuse social engineering to trick users . * Double-extortion tactics
« Al makes it easier(or more difficult) * Qutdated systems, weak passwords, flat networks
00O Insider threats 3rd parties, cloud & supply chain security
[’\mj * Malicious or accidental actions; manipulation Ci%) « Reliance on 3rd parties expands the threat landscape
m m m * Individuals may leak or misuse sensitive data « Attack surface expands beyond your four walls

* Excessive/outdated permissions; * Cloud misconfigurations open up risks
onboarding/offboarding

ﬁ Legacy systems
* QOutdated/ vulnerable systems are low-hanging fruit

o, o < Difficulty patching/updating leaves them exposed




Cyber threats are real, but they’re not unbeatable. what mattersis

visibility, basic controls, and a clear plan. The rest of today's
session will show you how to do just that — without overcomplicating it.



Ward Off Cyber Goblins & Banish Security Ghosts




N |EE e Attacker
B¥ Microsoft

Signin ‘ to Client
: St New il Subject: ACH Change

There is an issue with your account. Mesk intrider's Please update the ACH
Please verify your information Use your password instead

Activity payment information
by clicking on the link below. [ Signin | !Jf;eddto co't‘.c?tal
Intruder activity
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Poll # 2

Will you survive the night?
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Web of Protection



No single tool, control, or person can do it all. Security works best using a
layered, defense in depth approach.

WAt
: 3
¢ 44
\%{6;:@,75 <7 4\ ﬂ Pl"‘"{J Ep%pt17
) QPP SED“"‘JTY
S -
Sgwl A% {},ﬁﬁ 6\-1
2 P! 1Y ngxw‘“




Poll # 3

What actions will you take to ward off the goblins?
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DECIE THT C‘YBERSECURITY :::" UTILIZE THE PROVIDED
IS CRITICAL TO YOUR SUCCESS CHECKLIST TO DETERMINE
\ - WHERE YOUR GAPS ARE
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MAKE A PLAN TO RECOGNIZE
OR ADDRESS THE IDENTIFIED
GAPS

Ly PERFORM AN ANNUAL CHECK

UP OR RISK ASSESSMENT
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REOUIRE TRANSPARENCY AND
REGULAR COMMUNICATION
FROMYOURIT TEAM

-

...ij &. 4‘

‘r

-

—




L T
LRI g
, P ;

"
c
o

Quest

r






	Slide 1: CYBERSECURITY DOESN’T HAVE TO BE SCARY:
	Slide 2
	Slide 3: Agenda
	Slide 4
	Slide 5
	Slide 6: The realities
	Slide 7
	Slide 8: THE THREAT LANDSCAPE
	Slide 9
	Slide 10
	Slide 11: Business E-mail Compromise (BEC)
	Slide 12: Data Exfiltration and Ransomware
	Slide 13: Data Exfiltration & Ransomware Protections
	Slide 14
	Slide 15
	Slide 16
	Slide 17
	Slide 18
	Slide 19
	Slide 20: Escape the IT Nightmare!
	Slide 21: Questions 
	Slide 22

